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Seventh Semester B.E. Degree Examination, July/August 2022

GryPtograPhY
-l'in'rc: 3 hrs.

Max. Mat'ks: 100

Notc: ..lnsyser sry FIVE Jitll rluestiotrs, choosittg ONE /itll question Jrom euch n'odule'

Module-l
I a. Llsing IIill ciphcr techniclr-rc, cncrypt thc plain tcxt "Paymorelnoney" using tl'rc key'

(t] t] .s )
1,, l8 2ll
l, r re]

fllint: a:0, b:1, "z:251'
b. I.xplain the playlair cipher and its rLrles lbr the tollowing example'

il.e1,rvord 
': MONAiICIIY , Plain tcxt Cryptography'

C-Dcllncsubstitutitlnand]'ranspoSitiol-ltcclrniclues.

OR

2 it. I}plarn I)ES Hncryption algorithlll, u,ith r.reat diagram.

b. Irrplain Feistel enciyption iinci t)ecri,ption algorithrn, with neat diagram'

Nlodule-2

3 a. Explain I'ublic - Key Cryptosystems'

b Ixplain thc clescription tlf the RSA algorithm

OR

-l a lrxplarn thc l)itI'ic - llellman kc-v crcharlge algorithnr.

b. Describe I:lgarrral Cryptographic svsl'ettls'

Module-3
5 a. Explain [rlliptrc cllrvc over rcal numbcrs'

b. Describc Micali - Schnorr pscudorandorn []it generator with neat cllagrarn

OR

6 a l:xplain Key - distribution Scenario, with neat ciiagram. (10 ]Iarlis)

b. [:rplain I)ublic - kcy aLlthority techniqLre proposed lbr the distribution of Public kcys'
(10 \Iarl<s)

a

b

Modulc-4
l)cscnbc I'}ublic kcy infiastrLlctllre' with ncat cliagrarr'

Erplain Rentote User - Atrthentication Principles'

OR

Dcscribe in cletail PCP (Pretty (iood Privacy) clryptographic lirnctions.

Explain DKlM (Domain Key.s Identifiecl N4ail) lirnctional florv with diagrar-t-t

Module-5
Dcscrihe the appltcation and bene llts o1'lPsec'

I)escribe IP SecLrrity Arcllitectr:re, u'ith neat diagranr'

OR

Explain Internet Kev Exchange (lK[r) Key deter"mination fl;atures.

IlxplainRasicConlbinatiorrsot-sccLrrityAsstlciations.
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